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Policy Context 

Registration Manager Australian Skills Quality Authority (ASQA) 

Conditions of Registration 2025 Standards for RTOs, Compliance Requirements, Credential Policy, 
and applicable ESOS / CRICOS requirements where relevant 

Codes and Standards 

2025 Standards for RTOs – Outcome Standards 2.1, 2.2, 2.5, 2.7, 2.8 and 
4.4; Compliance Requirements relating to information, records, 
governance and accountability; ESOS National Code 2018 where 
applicable for overseas students 

Legislation or Other 
Requirements 

National Vocational Education and Training Regulator Act 2011; Privacy 
Act 1988; Privacy and Other Legislation Amendment Act 2024; 
applicable State or Territory privacy, records and WHS requirements 

Related Documents 

Records Management Policy and Procedure; Complaints and Appeals 
Policy and Procedure; Student Support and Wellbeing Services Policy 
and Procedure; Critical Incidents Policy and Procedure; Access and 
Equity Policy and Procedure; Diversity Policy and Procedure; Work 
Health and Safety Policy and Procedure; Version Control Policy and 
Procedure 

1. Purpose 

This policy and procedure sets out how MBC collects, uses, stores, protects, accesses, discloses and manages 
personal information and confidential information in the course of its RTO and CRICOS operations. 

It supports lawful, ethical and secure handling of information relating to students, prospective students, staff, 
contractors, third parties and other stakeholders. 



 

Privacy and Confidentiality Policy and Procedure Version 1.0 Review Date: 31 March 2027 

2. Objective 

The objective of this policy and procedure is to ensure that MBC protects privacy, maintains confidentiality, 
handles records responsibly, and provides clear procedures for access, correction, disclosure, complaints and 
privacy incidents. 

3. Scope 

This policy applies to all MBC staff, students, contractors, consultants, board members, third-party 
representatives and any person who collects, accesses, uses, stores or discloses information on behalf of MBC. 

4. Policy Statement 

MBC is committed to handling personal and confidential information in a lawful, fair, secure and transparent 
manner. 

MBC will only collect information that is reasonably necessary for its functions, will limit access to authorised 
persons, and will take reasonable steps to protect information from misuse, interference, loss, unauthorised 
access, modification or disclosure. 

5. Privacy and Confidentiality Principles 

• collect only information that is reasonably necessary for enrolment, training, assessment, support, 
employment, compliance or business operations; 

• use and disclose information only for the primary purpose for which it was collected, for a directly related 
secondary purpose, with consent, or where otherwise authorised or required by law; 

• take reasonable steps to ensure personal information is accurate, up to date, complete and relevant; 
• provide access to personal information and correction pathways where appropriate; 
• protect confidential information, commercially sensitive information and student information from 

unauthorised disclosure; 
• maintain secure physical and electronic records, with access based on role and legitimate need; 
• respond promptly to privacy incidents, complaints and information requests; and 
• review privacy and confidentiality practices through management review and continuous improvement 

processes. 

6. Collection of Information 

MBC may collect personal information and, where reasonably necessary and lawful, sensitive information to 
administer applications, enrolments, training, assessment, student support, work placement coordination, 
compliance reporting, employment, complaints handling, welfare matters and general business operations. 

Information may be collected directly from the individual, from forms and supporting documents, from interviews 
and communications, from student management systems and learning systems, or from authorised third parties 
such as education agents, employers, referees, government agencies, emergency contacts or support 
professionals where relevant and permitted. 

7. Use and Disclosure of Information 

MBC will use personal information for legitimate operational and compliance purposes, including admissions, 
enrolment management, student administration, training and assessment, issuing qualifications and statements 
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of attainment, student support, quality assurance, regulatory reporting, complaints and appeals, and workforce 
management. 

MBC may disclose information where permitted or required by law, to regulators, government agencies, service 
providers, third parties engaged by MBC, emergency services, health or welfare contacts, or other persons 
authorised by the individual. Disclosure will be limited to what is reasonably necessary in the circumstances. 

8. Access, Correction and Confidentiality Controls 

Individuals may request access to their personal information held by MBC and may request correction of 
inaccurate, incomplete or outdated information. Requests should be made in writing to the authorised MBC 
representative. 

MBC will verify identity before providing access, may refuse access where lawful grounds apply, and will explain 
any refusal in writing. 

All staff must preserve confidentiality, only access information required for their role, and must not disclose 
personal or confidential information to unauthorised persons. 

9. Storage, Retention and Security 

MBC will store records securely in authorised physical and electronic locations. Security measures may include 
restricted access permissions, passwords, secure filing, role-based access, version control, backups, and 
procedures for archiving and secure disposal. 

Records will be retained, archived and disposed of in accordance with legislative requirements, the Records 
Management Policy and Procedure, regulatory retention requirements and operational needs. 

10. Privacy Incidents and Data Breaches 

Any actual or suspected privacy breach, data breach, confidentiality breach, loss of records, inappropriate 
disclosure or unauthorised access must be reported immediately to management. 

MBC will assess the incident, contain and mitigate the risk where possible, document the incident, determine 
whether notifications are required, and implement corrective action and continuous improvement measures. 

11. Complaints 

A person who believes their privacy or confidentiality has not been handled appropriately may lodge a complaint 
with MBC. Complaints will be managed fairly, confidentially and in accordance with the Complaints and Appeals 
Policy and Procedure and any applicable privacy requirements. 

Where appropriate, complainants will also be advised of external complaint pathways. 

12. Procedure 

Step Procedure Responsibility Reference 

1 

Personal or confidential information is collected through 
approved forms, systems, communications or 
authorised third parties for a legitimate operational or 
compliance purpose. 

Relevant Staff / 
Administration / 
Student Support 

Application forms; 
enrolment 
documents; 
authorised 
systems 
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2 
The receiving staff member checks that the information 
requested is relevant, handles it confidentially, and 
stores it in the approved location or system. 

Relevant Staff 

This policy; 
Records 
Management 
requirements 

3 

Access to information is limited to authorised personnel 
with a legitimate need to know. Any proposed 
disclosure is checked against consent, role, legal 
authority and operational necessity. 

CEO / Management / 
Authorised Delegate 

Privacy Act 
obligations; 
internal 
authorisations 

4 

Requests for access, correction, disclosure, privacy 
concerns or confidentiality issues are recorded and 
assessed. Identity is verified before releasing personal 
information. 

Administration / 
Student Support / 
Authorised Officer 

Complaints and 
Appeals process; 
records 
requirements 

5 

Any suspected privacy incident, confidentiality breach or 
data breach is reported immediately, investigated, 
documented and addressed through corrective action 
and continuous improvement processes. 

All Staff / Management 

Incident records; 
Continuous 
Improvement 
Register 

 

13. Continuous Improvement 

This policy and procedure is designed to support regular review and improvement of privacy, confidentiality, 
records handling and information security practices. Management review may consider complaints, privacy 
incidents, audit findings, staff feedback, student issues, legislative changes and any adverse trends requiring 
corrective action. 

14. Confidentiality and Privacy Statement 

MBC will handle information arising under this policy in accordance with privacy, confidentiality, procedural 
fairness and records management requirements. Information will only be shared with authorised persons and 
only to the extent reasonably necessary. 

15. Publication 

This policy, once approved, will be made available to relevant staff and students through approved document 
locations, staff induction, student information channels and on request. 

16. Review Processes 

This policy and procedure will be reviewed at least annually, or earlier where there are legislative, regulatory, 
operational or organisational changes requiring amendment. 


