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Policy Context

Registration Manager Australian Skills Quality Authority (ASQA)

Conditions of Registration 2025 Standards for RTOs and ESOS / CRICOS requirements, where
applicable

Codes and Standards 2025 Standards for RTOs, including obligations relating to records,

learner information, privacy, support systems, and operational
resources; National Code of Practice for Providers of Education and
Training to Overseas Students 2018, where applicable

Legislation or Other National Vocational Education and Training Regulator Act 2011;

Requirements Privacy Act 1988; Copyright Act 1968; Student Identifiers Act 2014,
where applicable; relevant work health and safety legislation

Related Documents Communication Policy and Procedure; Privacy Policy; Records

Management Policy; Staff Handbook; Student Handbook; Social
Media Guidance; Cybersecurity or Password Management
Guidance, where applicable

1. Purpose

Million Brown’s College (MBC) relies on information technology systems and digital resources to support training,
assessment, student administration, communication, compliance, and organisational operations.

This policy sets out how MBC manages the appropriate, secure, lawful, and responsible use of its information
technology systems, infrastructure, devices, software, internet access, networking facilities, and data.

2. Objective

MBC will ensure that it has suitable and appropriate IT infrastructure, IT resources and equipment, and an
appropriate policy framework to support confidentiality, integrity, availability, privacy, and responsible use of
computing resources and data.

MBC will also ensure that personnel know their responsibilities, obligations, and limits when using MBC information
technology systems.

3. Scope

This policy applies to all staff, students, contractors, consultants, third parties, visitors, and any other authorised
users of MBC computing, internet, networking, software, email, devices, systems, and digital information.

Information Technology Policy and Procedure Version 2.0 Review Date: 25 March 2027 1



4. Policy Statement

MBC is committed to maintaining compliance with all relevant regulatory, legislative, contractual, and organisational
requirements relating to information technology, records, privacy, and system security.

MBC will take reasonable steps to protect information against unauthorised access, exposure, tampering, misuse,
loss, destruction, or inappropriate disclosure.

Failure to comply with this policy may result in disciplinary action, restricted access, suspension of privileges,
termination of employment or engagement, cancellation of access, or other action appropriate to the seriousness of
the breach.

5. Principles

IT resources and data must only be used for authorised, lawful, ethical, and appropriate purposes.
Access to systems and information must be based on business need, role, or authorised permission.
Users must help protect the confidentiality, integrity, availability, and privacy of information.

Commercial, personal, or unrelated use of MBC IT systems is not permitted unless specifically authorised.

MBC reserves the right to limit, restrict, suspend, monitor, or extend access to systems, accounts, devices,
software, and network resources as required to protect operations and compliance.

6. General Processes

Appropriate and responsible use of computing, internet, and networking facilities is use that is consistent with
MBC'’s training, learning, research, administration, and operational objectives.

Any use inconsistent with these objectives, or inconsistent with applicable law or MBC policies, is inappropriate
se.

C

7. Roles and Responsibilities

This policy is the responsibility of the IT Manager, RTO Manager, CEO, or authorised delegate.

Any breach of this policy may be dealt with by the IT Manager, RTO Manager, CEO, or authorised delegate and
may result in disciplinary action, restricted access, or other consequences appropriate to the breach.

All users of MBC computing and networking facilities are responsible for the appropriate use of the facilities
provided and must observe approved conditions of use.

8. Purpose of Use

MBC'’s computing, internet, software, cloud, and networking facilities are intended for teaching, learning, research,
compliance, communication, and administration only.

Although these facilities are important to the activities of staff and students, MBC reserves the right to limit, restrict,
or extend access to them.

9. Commercial Purpose

MBC computing and associated network facilities are not to be used for personal commercial purposes, unrelated
business activity, or unauthorised external projects without written authorisation from MBC.

In any dispute as to whether work carried out on MBC systems is authorised internal work, the decision of the CEO
or authorised delegate is final.

10. Integrity, Confidentiality and Privacy

Users must not record, upload, download, store, or process information that knowingly infringes copyright,
breaches licence conditions, or otherwise violates intellectual property rights.

MBC will endeavour to protect the confidentiality of information and material entrusted to it and will instruct relevant
personnel to protect such information.
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MBC will endeavour to safeguard against loss of information within its computing and networking facilities, but
users must also take all reasonable measures to protect their own work, including appropriate saving, backup, and
security practices.

If loss of information is shown to be due to negligence on the part of authorised IT personnel or to unavoidable
hardware or software failure, MBC’s IT personnel will endeavour to assist in restoration where practicable.

Use of MBC computing and networking facilities is permitted on the condition that it does not involve patent
infringement, copyright breach, unlawful disclosure, or other unlawful conduct.

11. User Accounts and Access

Users of MBC computing and networking facilities recognise that when they cease to be formally associated with
MBC, their information may be removed from systems without further notice unless retention is required by law or

policy.
Users must not share passwords, access another person’s account without authorisation, or attempt to bypass
access controls.

MBC reserves the right to alter, suspend, disable, remove, or reset accounts, passwords, or access rights to
protect system integrity and security.

12. Monitoring and Security

MBC, through authorised individuals, reserves the right to periodically check, monitor, and review the computing
and networking facilities and any use of them, to the extent reasonably necessary to protect authorised use,
system integrity, security, and compliance.

MBC reserves the right to copy, remove, quarantine, or otherwise alter any information, software, file, or system
setting that may undermine the authorised use of computing and networking facilities or expose MBC to risk.

MBC may take emergency action to safeguard integrity and security, including termination of a session, disabling of
access, or temporary alteration of user account credentials.

13. Prohibited Conduct

Users must not willfully damage or misuse computing or networking facilities.

Users must not gain or attempt to gain unauthorised access to accounts, passwords, restricted systems, or
restricted areas.

Users must not deliberately interrupt normal services or destroy information.

Users must not access, possess, distribute, or store inappropriate, offensive, illegal, or pornographic material using
MBC systems.

Users must not use MBC systems in a way that causes risk to data security, privacy, operational continuity, or the
wellbeing of others.

14. Breaches and Action

Administration, IT, management, or authorised personnel may suspend any person from using the computing,
internet, and networking facilities after appropriate investigation where the person is found responsible for serious
misuse.

Depending on the seriousness of the issue, the matter may also be referred to senior management, external
authorities, or law enforcement where required.

15. Records and Data Management

Information held in MBC systems must be managed in accordance with MBC'’s records management, privacy, and
archiving requirements.

Users must ensure that official student, staff, compliance, assessment, and administrative records are created,
stored, retained, and disposed of only in approved systems or approved locations.
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16. Continuous Improvement

A summary of IT-related educational resources, facilities issues, breaches, system concerns, and improvement

opportunities will be presented as part of MBC’s Continuous Improvement and Management Meeting processes for
review.

The purpose of this review is to ensure management becomes aware of repeat issues, compliance concerns,
quality assurance issues, and any general adverse trends that require correction.

17. Review Process

This policy will be reviewed annually by the RTO Manager, IT Manager, CEO, or authorised delegate, or earlier if
systems, risks, technology, or legislative requirements change.
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